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Abstract. The string-matching problem with wildcards is considered
in the context of online matching of multiple patterns. Our patterns are
strings of characters in the input alphabet and of variable-length gaps,
where the width of a gap may vary between two integer bounds or from
an integer lower bound to infinity. Our algorithm is based on locating
“keywords” of the patterns in the input text, that is, maximal substrings
of the patterns that contain only input characters. Matches of prefixes
of patterns are collected from the keyword matches, and when a prefix
constituting a complete pattern is found, a match is reported. In collecting these partial matches we avoid locating those keyword occurrences
that cannot participate in any prefix of a pattern found thus far. Our
experiments show that our algorithm scales up well, when the number
of patterns increases.

1

Introduction

String-pattern matching with wildcards has been considered in various contexts
and for various types of wildcards in the pattern and sometimes also in the
text [2–11, 13–17]. The simplest approach is to use the single-character wildcard,
denoted “.” in grep patterns, to denote a character that can be used in any
position of the string pattern and matches any character of the input alphabet
Σ [4, 8, 15]. Generalizations of this are the various ways in which “variablelength gaps” in the patterns are allowed [2–4, 8, 11, 13, 14, 16]. Typically, a lower
and upper bound is given on the number of single-character wildcards allowed
between two alphabet characters in a pattern, such as “.{l,h}” in grep patterns.
A special case is that any number of wildcards is allowed, called the arbitrarylength wildcard, denoted “.*” in grep, that matches any string in Σ ∗ [10, 13].
The above-mentioned solutions, except the ones by Kucherov and Rusinowitch
[10] and by Zhang et al. [17], are for the single-pattern problem, that is, the text
is matched against a single pattern. These algorithms [10, 17] are exceptions,
because they take as input—besides the text—a set of patterns, but they are
restricted to handle arbitrary-length wildcards only, and, moreover, they only
ﬁnd the ﬁrst occurrence of any of the patterns.
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In this article we present a new algorithm that ﬁnds all occurrences of all
patterns in a given pattern set, a “dictionary”, in an online fashion. The patterns
are strings over characters in the input alphabet Σ and over variable-length gaps,
where the gaps can be speciﬁed as “.” (single-character wildcard), “.{l,h}” (gap
of length l to h), or “.*” (gap of length 0 to ∞).
Our online algorithm performs a single left-to-right scan of the text and reports each pattern occurrence once its end position is reached, but at most one
occurrence for each pattern at each character position. Each matched occurrence
is identiﬁed by the pattern and its last element position in the document [2].
Because of the variable-length gaps, there can be more than one, actually an
exponential number of occurrences of the same pattern at the same element position, but we avoid this possible explosion by recognizing only one occurrence
in such situations.
We use the classic Aho–Corasick pattern-matching automaton (PMA) [1] constructed from the set of all keywords that appear in the patterns. A similar
approach for solving the single-pattern matching problem was previously used
by Pinter [15] allowing single-character wildcards in the pattern and by Bille et
al. [2] allowing variable-length gaps with ﬁxed lower and upper bounds.
Our new algorithm matches sequences of keywords that form preﬁxes of patterns with prescribed gaps between them. We thus record partial matches of the
patterns in the form of matches of preﬁxes of patterns, and when a matched
preﬁx extends up to the last keyword of the pattern, we have a true match. An
important feature in our algorithm is that we use a dynamic output function for
the PMA constructed from the keywords.
The problem deﬁnition is given Sec. 2, and our algorithm is presented in detail
in Sec. 3. The complexity is analyzed in Sec. 4, based on the estimation of the
number of pattern preﬁx occurrences in terms of the properties of the pattern
set only. Experimental results, including comparisons with grep and nrgrep, are
reported in Sec. 5.

2

Patterns with Gaps and Wildcards

Assume that we are given a string T of length |T | = n (called the text ) over a
character alphabet Σ, whose size is assumed to be bounded, and a ﬁnite set D
(called a dictionary) of nonempty strings (called patterns) Pi over characters in
input alphabet Σ and over variable-length gaps. Here the gaps are speciﬁed as
“.{l,h}”, denoting a gap of length l to h, where l and h are natural numbers
with l ≤ h or l is a natural number and h = ∞. The gap “.{1,1}” can also be
denoted as “.” (the single-character wildcard or the don’t-care character), and
the gap “.{0,∞}” as “.*” (the arbitrary-length wildcard).
Patterns are decomposed into keywords and gaps: the keywords are maximal
substrings in Σ + of patterns. If the pattern ends at a gap, then we assume
that the last keyword of the pattern is the empty string . Each pattern is
considered to begin with a gap, which thus may be . For example, the pattern
“.*ab.{1,3}c.*.d..” consists of four gaps, namely “.*”, “.{1,3}”, “.*.” (i.e.,
“.{1,∞}”), and “..” (i.e., “.{2,2}”), and of four keywords, namely ab, c, d,
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and . This pattern matches with, say, the input text eeeabeecedeee, while the
pattern “ab.{1,3}c.*.d..” does not.
Our task is to determine all occurrences of all patterns Pi ∈ D in text T . Like
Bille et al. [2], we report a pattern occurrence by a pair of a pattern number
and the character position in T of the last character of the occurrence. Because
variable-length gaps are allowed, the same pattern may have many occurrences
that end at the same character position; all these occurrences are reported as a
single occurrence.
We number the patterns and their gaps and keywords consecutively, so that
the ith pattern Pi can be represented as
Pi = gap(i, 1)keyword(i, 1) . . . gap(i, mi )keyword(i, mi ),
where gap(i, j) denotes the jth gap and keyword(i, j) denotes the jth keyword
of pattern Pi .
For pattern Pi , we denote by mingap(i, j) and maxgap(i, j), respectively,
the minimum and maximum lengths of strings in Σ ∗ that can be matched by
gap(i, j). The length of the jth keyword of pattern Pi is denoted by length(i, j).
We also assume that #keywords(i) gives mi , the number of keywords in pattern
Pi . For example, if the pattern “.*ab.{1,3}c.*.d..” is the ith pattern, we have
#keywords(i) = 4,
mingap(i, 1) = 0, maxgap(i, 1) = ∞, length(i, 1) = 2,
mingap(i, 2) = 1, maxgap(i, 2) = 3, length(i, 2) = 1,
mingap(i, 3) = 1, maxgap(i, 3) = ∞, length(i, 3) = 1,
mingap(i, 4) = 2, maxgap(i, 4) = 2, length(i, 4) = 0.

3

The Matching Algorithm

For the set of all keywords in the patterns, we construct an Aho–Corasick
pattern-matching automaton with a dynamically changing output function. This
function is represented by sets current-output (q) containing output tuples of the
form (i, j, b, e), where q = state(keyword(i, j)), the state reached from the initial
state upon reading the jth keyword of pattern Pi , and b and e are the earliest and
latest character positions in text T at which some partial match of pattern Pi
up to and including the jth keyword can possibly be found. The latest possible
character position e may be ∞, meaning the end of the text.
The current character position, i.e., the number of characters scanned from the
input text is maintained in a global variable character-count. Tuples (i, j, b, e) are
inserted into current-output(q) only at the point when the variable charactercount has reached the value b, so that tuples (i, j, b, e) are stored and often
denoted as triples (i, j, e). The function state(keyword(i, j)), deﬁned from pairs
(i, j) to state numbers q, is implemented as an array of #D elements, where each
element is an array of #keywords(i) elements, each containing a state number.
The operating cycle of the PMA is given as Alg. 1. The procedure call scannext (character ) returns the next character from the input text. The functions
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goto and fail are the goto and fail functions of the standard Aho–Corasick PMA,
so that goto(state(y), a) = state(ya), where ya is a preﬁx of some keyword and a
is in Σ, and that fail(state(uv)) = state(v), where uv is a preﬁx of some keyword
and v is the longest proper suﬃx of uv such that v is also a preﬁx of some
keyword.
Algorithm 1. Operating cycle of the PMA with dynamic output sets
initialize-output()
state ← initial-state
character-count ← 0
scan-next(character )
while character was found do
character-count ← character-count + 1
distribute-output()
while goto(state, character ) = fail do
state ← fail (state)
end while
state ← goto(state, character )
traverse-output-path(state)
scan-next(character )
end while

The function output-fail (q) used in the procedure traverse-output-path (Alg. 4)
to traverse the output path for state q is deﬁned by: output-fail(q) = failk (q),
where k is the greatest integer less than or equal to the length of string(q) such
that for all m = 1, . . . , k − 1, string(failm (q)) is not a keyword. Here string(q) is
the unique string y with state(y) = q, and fail m denotes the fail function applied
m times. Thus, the output path for state q includes, besides q, those states q 
in the fail path from q for which string(q  ) is a keyword; for such states q  the
dynamically changing current output can sometimes be nonempty.
The initial current output tuples, as well as all subsequently generated output
tuples, are inserted through a set called pending-output to sets current-output(q).
Let
maxdist = max{mingap(i, j) + length(i, j) | i ≥ 1, j ≥ 1}.
The set pending-output is implemented as an array of maxdist elements such
that for any character position b in the input text the element
pending-output(b mod maxdist)
contains an unordered set of tuples (i, j, e), called pending output tuples. The ﬁrst
pending output tuples (i, 1, e), with e = maxgap(i, 1) + length(i, 1), are inserted,
before starting the ﬁrst operating cycle, into pending-output(b mod maxdist),
where b = mingap(i, 1) + length(i, 1) (see Alg. 2). At the beginning of the operating cycle, when character-count has reached b, all tuples (i, j, e) from the set
pending-output (b mod maxdist) are distributed into the sets current-output (q),
q = state(keyword(i, j) (see Alg. 3).
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When visiting state q, the set current-output(q) of the PMA is checked for
possible matches of keywords in the procedure call traverse-output-path(q) (see
Alg. 4). If this set contains a tuple (i, j, e), where character-count ≤ e, then a
match of the jth keyword of pattern Pi is obtained. Now if the jth keyword is
the last one in pattern Pi , then a match of the entire pattern Pi is obtained.
Otherwise, an output tuple (i, j + 1, e ) for the (j + 1)st keyword of pattern Pi
is inserted into the set pending-output (b mod maxdist), where
b = character-count + mingap(i, j + 1) + length(i, j + 1), and
e = character-count + maxgap(i, j + 1) + length(i, j + 1).
Here e = ∞ if maxgap(i, j + 1) = ∞.
Algorithm 2. Procedure initialize-output ()
for all b = 0, . . . , maxdist − 1 do
pending-output(b) ← ∅
end for
for all patterns Pi do
b ← mingap(i, 1) + length(i, 1)
e ← maxgap(i, 1) + length(i, 1)
insert (i, 1, e) into the set pending-output(b mod maxdist)
end for
for all states q do
current-output(q) ← ∅
end for

Algorithm 3. Procedure distribute-output()
b ← character-count
for all (i, j, e) ∈ pending-output(b mod maxdist) do
q ← state(keyword(i, j))
insert (i, j, e) into the list current-output(q)
end for
pending-output(b mod maxdist) ← ∅

The collection of the sets current-output (q), for states q, is implemented as
an array indexed by state numbers q, where each element current-output(q) is
an unordered doubly-linked list of elements (i, j, e), each representing a current
output tuple (i, j, b, e) for some character position b ≤ character-count. The
doubly-linked structure makes it easy to delete outdated elements, that is, elements with e < character-count, and insert new elements from pending-output.
We also note that for each pair (i, j) (representing a single keyword occurrence
in the dictionary) it is suﬃcient to store only one output tuple (i, j, e), namely
the one with the greatest e determined thus far. To accomplish this we maintain
an array of vectors, one for each pattern Pi , where the vector for Pi is indexed
by j and the entry for (i, j) contains a pointer to the tuple (i, j, e) in the doublylinked list. We assume that the insertion into current-output(q) in Alg. 3 ﬁrst
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Algorithm 4. Procedure traverse-output-path(state)
q ← state
traversed ← false
while not traversed do
for all elements (i, j, e) in the list current-output(q) do
if e < character-count then
delete (i, j, e) from the list current-output(q)
else if j = #keywords(i) then
report a match of pattern Pi at position character-count in text T
else
b ← character-count + mingap(i, j + 1) + length(i, j + 1)
e ← character-count + maxgap(i, j + 1) + length(i, j + 1)
insert (i, j + 1, e ) into pending-output(b mod maxdist)
end if
end for
if q = initial-state then
traversed ← true
else
q ← output-fail(q)
end if
end while

checks from this array of vectors whether or not a tuple (i, j, e ) already exists,
and if so, replaces e with the greater of e and e .

4

Complexity

The main concern in the complexity analysis is the question of how many steps
are performed for each scanned input character. For each new character the
procedure traverse-output-path (Alg. 4) is executed, and thus we need to analyze
how many times the outer while loop and the inner for loop are then performed
within a traverse-output-path call. The number of iterations of the while loop
is the length of the output path for the current state q. The maximum length of
this path is the maximum number of diﬀerent keywords that all are suﬃxes of
string(q) for a given state q, which implies the bound for the maximal number
of performed iterations.
Additionally, within each iteration of the while loop the for loop is performed for all triples (i, j, e) that belong to current-output(q). Because for any
pair (i, j) at most one output tuple (i, j, e) exists in current-output(q) for q =
state(keyword(i, j)) at any time, this implies that the number of iterations performed in the for loop for state q is bounded by the number of diﬀerent occurrences of keywords equal to keyword(i, j) = string(q). However, not all these
occurrences have been inserted into current-output(q), but only those for which
all preceding keyword occurrences of the pattern have been recognized.
For any two strings w1 and w2 composed of keywords and gaps as deﬁned in
Sec. 2, we deﬁne that w1 is a suﬃx of w2 , if there are instances w1 and w2 of
w1 and w2 , respectively, such that w1 is a suﬃx of w2 . The instance of string w
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is deﬁned such that each gap in w is replaced by any string in Σ ∗ such that the
gap rules are obeyed. For keyword instance (i, j) we deﬁne set Si,j to contain all
keyword instances (i , j  ) where the preﬁx of pattern Pi ending with keyword
instance (i , j  ) is a suﬃx of the preﬁx of pattern Pi ending with keyword instance
(i, j).
For any two tuples (i1 , j1 , e1 ) and (i2 , j2 , e2 ) in current-output(q), either the pattern preﬁx ending with (i1 , j1 ) is a suﬃx of the pattern preﬁx ending with (i2 , j2 ),
or vice versa. Thus we can conclude that the number of iterations performed in the
for loop for q is at most max{|Si,j | | (i, j, e) ∈ current-output(q)}. This implies
further that the number of operations per input character induced by the procedure traverse-output-path is bounded above by the maximum size, denoted k, of
the sets Si,j , where (i, j) is any keyword instance in the dictionary D. It is clear
from the matching algorithm that all other work done also has the time bound
O(kn), where n is the length of the input text. An upper bound for k is the number of keyword instances in the dictionary, but k is usually much less.
A better upper bound for k, instead of simply taking the number of keyword
instances in D, is obtained as follows. For keyword set W denote by pocc(W ) the
number of occurrences of keywords in W in the dictionary D. Further denote
by closure(w), for a single keyword w, the set of keywords in D that contains
w and all suﬃxes of w that are also keywords. Then max{pocc(closure(w)) |
w is a keyword in D} is an upper bound of k.
The preprocessing time, that is, the time spent on the construction of the
PMA with its associated functions and arrays, is linear in the size of dictionary
D (i.e., the sum of the sizes of the patterns in D).
In terms of the occurrences of pattern preﬁxes in the text it is easy to derive,
for processing the text, the time complexity bound O(Kn+occ(pattern-prefixes)),
where K denotes the maximum number of suﬃxes of a keyword that are also
keywords, and occ(pattern-prefixes) denotes the number of occurrences in the
text of pattern preﬁxes ending with a keyword.

5

Experimental Results

We have implemented a slightly modiﬁed version of the algorithm of Sec. 3 in
C++. The modiﬁcations are concerned with minor details of the organization
of the current and pending output sets and with the deletion of expired output
tuples. We observe that after seeing the jth keyword of pattern Pi that is followed
by a gap of unlimited length, we may also consider as expired all output tuples
(i, j  , e) with j  < j. Also, we did not use the array of vectors indexed by pairs
(i, j) and containing pointers to output tuples (i, j, e) (see the end of Sec. 3),
but allowed the current output set for state(keyword(i, j)) to contain many tuples
(i, j, e).
We have run tests with a 1.2 MB input text ﬁle (the text of the book Moby
Dick by H. Melville) using pattern ﬁles with varying number of patterns and
varying number of segments delimited by an unlimited gap “.*”. Let m be the
length of a pattern and s the number of segments in it. We generated the patterns by taking from the input text s pieces of length m/s that are relatively
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close to each other (so that the entire pattern is taken from an 8m-character
substring of the input), and by catenating these pieces together by appending a
“.*” gap in between them. In addition, we replaced a portion of the characters in
the segments with wildcards, and we converted some wildcard substrings to randomly chosen (but matching) limited variable-length gaps. Each formed pattern
thus matches at least once. Partial examples of generated patterns include:
.omple.. .irc.* f...l.nc....n.* r.shed.to...e.* .s ..e eager
i.ot.{2,19}e.e.{0,6}.*.{0,2}cia..y.Capta.*.{1,4}ge .{2,22}eyo
We used patterns with an average length of 80 characters when the patterns
did not contain limited variable-length gaps, and 100 characters when they did
(ﬁve gaps on average). The length of the variable-length gaps we used was not
very high, varying on average from close to zero to around ten or twenty. (We
expect the speed of our algorithm to be independent of the (minimum) length
of a gap (mingap), while the diﬀerence of the maximum and minimum lengths
of a gap does matter; mingaps only aﬀect the size of the array pending-output.)
Finally, we made 75 % of the patterns non-matching by appending a character
that does not appear in the input text, at the end of the pattern; although
further tests revealed that this does not aﬀect the run time of our algorithm
much. Each matching pattern usually has only one occurrence in the input text.
We generated workloads with 1, 3, and 5 segments; with a total of 1, 10, 20,
100, 500, and 1000 patterns in each workload. The workloads were generated
additively, so that the smaller workloads are subsets of the larger workloads.
We used the following programs in our test runs (cf. Fig. 1): (1) D-PMA, our
dynamic pattern-matching algorithm; (2) FFT, the wildcard matcher based on
fast Fourier transform [5] (this can only be used when the patterns do not contain
arbitrary- or variable-length gaps); (3) Grep, the standard Linux command-line
tool grep; we use the extended regular expression syntax with the -E parameter
so that variable-length gaps can be expressed; (4) NR-Grep, the nrgrep Linux
command-line tool by Navarro [12] (which can only handle ﬁxed-length and
arbitrary-length gaps).
Fig. 1 shows the results of three of the test runs. The values are averages of six
test runs with a standard deviation of mostly less than a percent when there are
more than 20 patterns; with only a few patterns there is some small variance. The
ﬁgures and further tests conﬁrmed that grep performs much worse for variablelength gaps than for ﬁxed-length gaps. On the contrary, our D-PMA algorithm
has about the same performance with and without variable-length gaps.
The variants single run and repeated runs refer to how the programs were
run. With repeated runs, each pattern of the workload was processed separately,
running the program once for each pattern. This is the only way to make grep
and nrgrep ﬁnd occurrences individually for every pattern; in this case grep
and nrgrep solve the filtering problem for the dictionary, that is, ﬁnd the ﬁrst
occurrences for each pattern, if any.
With single run, all the patterns of a workload were fed to the program at
once. With grep, we gave the patterns in a ﬁle with the -f parameter, and
with nrgrep, we catenated the patterns together, inserting the union operator
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(a) Patterns with only fixed-length gaps


 

  


 























(b) Patterns with limited fixed- and variable-length gaps
Fig. 1. Matching times in seconds for dictionaries of increasing numbers of patterns.
(NR-Grep cannot handle limited variable-length gaps).
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(c) Patterns with fixed- and variable-length gaps, and four unlimited gaps
Fig. 1. Continued

“|” in between the pattern instances, and enclosing the patterns themselves
in parentheses. In this case both grep and nrgrep only solve the languagerecognition problem for the dictionary, that is, determine whether some pattern
in the dictionary has a match; they thus stop processing the input as soon as the
ﬁrst match has been found. This can be seen from Figs. 1(b) and 1(c): searching
for 100 patterns is faster than searching for 20 patterns, because then the ﬁrst
match of some pattern is found earlier.
All our tests were run on a computer with a 64-bit 2.40 GHz Intel Core 2 Quad
Q6600 processor, 4 GB of main memory, and 8 MB of on-chip cache, running
Fedora 14 Linux 2.6.35. The test programs were compiled with the GNU C++
compiler (g++) 4.5.1.
When run with a single run, both grep and nrgrep fail when there are too
many patterns to process: grep could not complete any workload with 1000
patterns (out of memory); and nrgrep could not complete any workload with
more than 20 patterns, but rather failed due to a possible overﬂow bug. Furthermore, nrgrep could not be run with the test workloads that included limited
variable-length gaps, because nrgrep does not support them.
The results clearly show that our algorithm outperforms grep and also nrgrep,
except when nrgrep was applied repeatedly (oﬄine) for patterns with ﬁxedlength gaps only. In that case nrgrep was about three times faster than our algorithm. Our algorithm scales very well to the number of patterns, for instance,
for 500 patterns the online single run was ten times faster than 500 individual
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runs. Moreover, we emphasize that our algorithm solves the genuine dictionarymatching problem, ﬁnding all occurrences for all the patterns, while grep and
nrgrep do not. In addition, our algorithm can process multiple patterns eﬃciently in an online fashion, with a single pass over the input text, making it the
only viable option if the input is given in a data stream that cannot be stored for
reprocessing. In solving the ﬁltering problem, our algorithm was slightly faster
than when solving the dictionary-matching problem with the same pattern set
and input text.

6

Conclusion

We have presented a new algorithm for string matching when patterns may contain variable-length gaps and all occurrences of a (possibly large) set of patterns
are to be located. Moreover, our assumption is that pattern occurrences should
be found online in a given input text, so that they are reported once their end
positions have been recognized during a single scan of the text. Our solution is
an extension of the Aho–Corasick algorithm [1], using the same approach as Pinter [15] or Bille et al. [2] in the sense that keywords, the maximal strings without wildcards occurring in the patterns, are matched using the Aho–Corasick
pattern-matching automaton (PMA) for multiple-pattern matching.
An important feature in our algorithm is that we avoid locating keyword occurrences that at the current character position cannot take part in any complete
pattern occurrence. The idea is to dynamically update the output function of
the Aho–Corasick PMA. Whenever we have recognized a pattern preﬁx up to
the end of a keyword, output tuples for the next keyword of the pattern will be
inserted. In this way we get an algorithm whose complexity is not dominated by
the number of all keyword occurrences in the patterns. This claim is conﬁrmed
by our experiments, which show that our algorithm outperforms grep and scales
very well to the number of patterns in the dictionary.
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